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Abstract: We all very well know that today use of Internet has been increased like anything. [1][4][6]The data
on internet is growing like anything day by day. As per the latest survey on data, everyday, every minute around
550+ websites are being uploaded. Along with this every day is important as far as sending secure data is
concerned. Our data is very much important and it is very necessary that the data must be sent in a secured way.
There are various types of algorithms which are called either Symmetric or Asymmetric work on block of data
where as some work as a stream cipher. In our previous paper, we compared symmetric algorithms but only by
keeping their encryption and decryption time in mind here we have tried to cover other parameters along with
only encryption and decryption time. We tried to compare various types of files i.e. Image, Audio and Video.
Total 48 comparisons were made again with AES, DES, 3DES, Blowfish and Twofish. In this, we have used
various types of padding techniques. Various parameters which are taken into consideration in this paper are
Encryption and Decryption time, Usage of CPU while doing encryption and decryption, Memory usage while
doing encryption and decryption, Memory swap size for encryption and decryption. By looking all above
parameters the comparison is made.
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1. INTRODUCTION

The use of internet has been increased since last couple of years. Every day the data on internet is
increasing like anything. As per the recent survey, it has been found that every minute of each day around 550+
websites are being uploaded. Just imagine how the data is growing. With the increasing use of data, its security
is also getting into concern as day by day, new threats are getting introduced by many hackers who are not
working in an ethical way. [15][17][18] with the increasing use of Internet and websites, every day lots of
digital data is being uploaded on the internet and used by many people. Here the security of data has also got
main concern as the data shall be passed through internet in a secured manner.

We know that cryptography is an important integral part of the internet data. It plays an important role
when the data is being sent or when the data is being retrieved. Cryptography plays very important role when we
are sending or receiving the data through wired medium or wireless medium. Over the [1]years plenty of
Asymmetric and Symmetric Algorithms are proposed which work as a block or stream cipher.

Some standard Asymmetric algorithms like DH, DSS, ECDH, DSA, RSA, etc. Apart from this some
standard Symmetric algorithms like DES, 3DES, AES, Blowfish an its previous versions have been proposed.
As per our previous research paper, we found that from Symmetric algorithms AES as well as Blowfish works
faster for many types of files like Image, Audio, Video, etc.

1.1. Symmetric Algorithms

The AES algorithm, founded on the design of Belgian cryptographers Joan Daemen and Vincent
Rijmen became the standard for encryption starting 2002. The algorithm has a data block length of 128 bits with
variable key sizes of 128-bit (called AES-128), 192-bit (AES-192), and 256-bit (AES-256). The number of
rounds to complete the process of encryption depends on the key size: 10 rounds for AES-128; 12 rounds for
AES-192; and 14 rounds for AES-256. AES has different advantages such as security, flexibility, and ease of
implementation.

Recently Enhanced Blowfish algorithm was developed for security purpose. It was developed for
x64FileMessage content.
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1.2. Symmetric Algorithms

Nowadays [15][16]ECDSA (Elliptical Curve Digital Signature Algorithm) gaining more popularity
than the RSA algorithm because of the better performance of ECDSA over RSA. The main advantage of ECC
over RSA is ECC provides the same level of security with less key size and overhead than RSA.

1.3. Types of files used
Now, let us talk about our research work which was done. We took 3 types of files i.e. [1]Image, Audio

and Video. Each type of file had 4 different size files i.e. small file, medium file, large file and extra large file.
All these names are give just on the basis of their size.

Table I: Files used for Comparison with different sizes

Sr.No. | File Name Type | File Size (MB)
1 small.jpg Image 0.30
2 medium.jpeg | Image 1.38
3 large.jpg Image 3.95
4 xlarge.jpg Image 7.42
5 small.mp3 | Audio 3.34
6 medium.mp3 | Audio 8.86
7 large.mp3 | Audio 12.10
8 xlarge.mp3 | Audio 34.60
9 small.mp4 | Video 7.81
10 medium.mp4 | Video 14.10
11 large.mp4 | Video 31.20
12 xlarge.mp4 | Video 45.10

In our previous research also we used exactly the same files and continued further research by
additional parameters checking with same files only.

2. EVALUATION OF IMAGE CRYPTOGRAPHY
Various types of images are available today. Most common types of images are JPG, JPEG, BMP,
TIFF, PNG, etc. [1] From all types of images generally JPG type of images are used today which support more
resolution in comparison to others. Hence we have taken JPG images for comparison purpose.
[2]There are 4 types of images as stated in the table. We have compared there 4 types of images with 4
types of algorithms i.e. AES, Blowfish, DES and 3DES.
Following is the comparison of 4 types of images with all 4 types of algorithms stated above.

Comparison of "small.jpg" file
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Figure 1 : Comparison of algorithms with “small.jpg” file

In above example, we can figure out that AES as well as Blowfish are taking less time in comparison.
In most of the cases, Blowfish is faster than in comparison to AES. In the case of decryption time, Blowfish is

taking little more time.
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Comparison of "medium.jpeg" file
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' Figure 2 : Comparison of algorithms with “medium.jpeg” file

Here we have compared a little bigger size file which is in the format of JPEG. Here encryption time is
much more by AES in comparison.to Blowfish. [2]

Comparison of "large.jpg" file
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Figure 3 : Comparison of algorithms with “large.jpg” file

While comparison “large.jpg” file, we can figure out that CPU time is taken more for [10][11][12]AES
in comparison to blowfish. Where as the same file is taking less CPU time for decrytpion in comparison.

Comparison of "xlarge.jpg" file
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Figure 4 : Comparison of algorithms with “xlarge.jpg” file

Here, we can understand that again Encryption CPU time is more for Blowfish is taking less time in
CPU Encryption where as little more for Decryption.

www.ijlret.com 33 | Page



ISSN: 2454-5031
www.ijlret.com || Volume 06 - Issue 07 || July 2020 || PP. 31-37

3. EVALUATION OF AUDIO CRYPTOGRAPHY
Just like various types of image files[9][13], there are various types of audio files. Some common types
of audio files are WAV, AU, MPEG, MP3, etc. [2][3] Here we have used one of the most common type of audio
file for comparison different types of algorithms i.e. MP3 files.
Just similar to image files, we have taken 4 audio files with different sizes of each. Following are 4
types of graphs which are prepared by taking each file to compare with 4 types of algorithms specified earlier.
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Comparison of "small.mp3" file
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Figure 5 : Comparison of algorithms with “small.mp3” file

You can see above graph and can identify that here AES and Blowfish are taking less time in
comparison to others. Here also we can identify that while the time taken by CPU for encryption is more by
AES in comparison to Blowfish.

Comparison of "medium.mp3" file
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Figure 6 : Comparison of algorithms with “medium.mp3” file

Here as far as Encrytpion and Decryption time is concerned, AES is taking little less time in
comparison to Blowfish but CPU Encryption time taken by AES is higher in comparison.

Comparison of "large.mp3" file
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Figure 7 : Comparison of algorithms with “large.mp3” file
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A
Here the results are almost similar to comparing with “medium.mp3” file . In fact, due to large size,
[3]JAES is taking little more less time for encryption in comparison to time taken by “medium.mp3” file.

Comparison of "xlarge.mp3" file
12000
10000
2000
6000
4000
2000

Enc.Time Dec.Time Enc.CPU  Dec.CPU  Enc.CPU  Dec.CPU
(Mili} (Mili} Usape (%) Usage(%) Time (Nano)Time (Mano)

AES Blowfish DES DESede

Figure 8 : Comparison of algorithms with “xlarge.mp3” file
Here also the results are almost similar to the comparison of previous files. We can see that just at the
time of decryption, CPU time is taken little more by Blowfish in comparison to AES algorithm.

4. EVALUATION OF VIDEO CRYPTOGRAPHY
There are different types of video files. Some of the most common types of video files are MP4, 3GP,
WMV, FLV, AVI, etc. Here also we have taken video files with MP4 type with 4 different type of sizes.

Comparison of "small.mp4" file
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| Figure 9 : Comparison of algorithms with “small.mp4” file

In above comparison, you can see that here [3]JAES and Blowfish are taking less time. Except
encryption time, Blowfish is proved faster than AES. If you compare average encryption and decryption time,
AES is taking less time where as for CPU encryption is taking more time with AES and taking less time with
Blowfish.

Comparison of "medium.mp4" file
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F igure 10 : Comparison of algorithms with “medium.mp4” file
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A
In this cryptography, as far as encryption and decryption time is concerned, [7][8]AES and Blowfish
are taking almost same amount of time but as far as Encryption time is concerned AES takes more time in
comparison to Blowfish.

Comparison of "large.mp4" file
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Figure 11 : Comparison of algorithms with “large.mp4” file

While comparing “large.mp4” file, we can easily figure out that the results are almost similar to
encryption and decryption of “medium.mp4” file.

Comparison of "xlarge.mp4" file
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Figure 12 : Comparison of algorithms with “xlargel.mp4” file

Here also the results are same to previous comparison which was done with “medium.mp4” and
“large.mp4” file with 4 types of algorithms.

5. ACKNOWLEDGEMENT

In our previous research we used the same files with similar type of symmetric algorithms i.e. AES,
Blowfish, DES and 3DES. We used total 12 types of files from Image, Audio and Video. Hence we did total 48
types of different comparisons for different types of files.

So far we came to conclusion that as far as encryption and decryption is concerned, [4][5]“AES” and
“Blowfish” are better algorithms. Our next paper we will try to compare “Asymmetric Algorithms” with same
types of files or use stream cipher for comparison. [6]

One thing is very much clear that in most of the aspects Blowfish is performing better in comparison to
AES algorithm.

6. CONCLUSION

As per the conclusion of our research it says that as far as Symmetric algorithms are concerned,
Blowfish seems to be better for all types of files. Yes, in one or two cases AES performed well in comparison to
Blowfish. However, we have tested only [3][4][5][7]AES, DES, 3DES and blowfish.

Hence here we conclude that as far as Symmetric algorithms are concerned first preference will be
given to Blowfish and after that AES will be preferred. Our future research will be based on Asymmetric
algorithm comparison with same types of files so that we can compare which algorithm will be better for doing
run time cryptography for image, audio and video.
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