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Abstract: Within the framework of European Union law, as the functioning of the internal market, public 

administration, essential services and democratic institutions across the EU increasingly depends on digital 

networks and information systems. The Union regulation always operates in connection with national legal 

frameworks. The Union regulation always operates in connection with national legal frameworks. This is 

achieved not only through the mere transposition of directives, but also through Member States‘ active 

engagement in the creation of their own legislation that respects national specificities as well as political or 

security priorities, The goal  of this paper is to clarify this model on the example of the Czech legislation as 

adapted to the requirements of the EU‘s framework for harmonization. We focus on the New Czech 

Cybersecurity Act, No. 264/2025 Coll, adopted in November 2025. As regards the legislative method employed, 

the Czech Act makes use of the so-called ‗performance-based‘ approach and introduces a number of vague 

terms into the legal rules, which places increased demands on both the regulator and the regulated entities. 
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1. Introduction 
Viewed from the perspective of the proper functioning of information and communications 

infrastructure, cybersecurity is undoubtedly one of its key elements. This is equally reflected within the 

framework of European Union law, as the functioning of the internal market, public administration, essential 

services and democratic institutions across the EU increasingly depends on digital networks and information 

systems. Cybersecurity attacks can affect several Member States simultaneously, disrupt cross-border services 

and undermine public confidence in digital technologies. Cybersecurity is therefore no longer regarded merely 

as a matter of national security. The European Union has developed a comprehensive legal framework that 

combines preventative obligations, institutional cooperation, product regulation, sector-specific resilience 

requirements, data protection rules and criminal law measures. 

The Union regulation always operates in connection with national legal frameworks. This is achieved not 

only through the mere transposition of directives, but also through Member States‘ active engagement in the 

creation of their own legislation that respects national specificities as well as political or security priorities, that 

reach beyond the scope of Union legislation. This is also the case with Czech cybersecurity law. For the Czech 

Republic as an EU Member State, and for its national law, the objectives, instruments and forms of their 

application must be derived from the rules of EU law. As it is in all policy areas where the EU has defined 

powers, also in the field of cybersecurity the EU regulations are directly applicable which means that they 

immediately replace national regulations by rules that apply uniformly across all Member States. In the case of 

indirectly applicable legislative acts, i.e. EU directives,  the Member States are required to make the necessary 

adjustments to existing national legal rules within the transposition period, i.e. the timeframe given for 

transposing EU legislation into national law in a manner which, on the one hand, takes account of national 

specificities and ensures the application of EU rules by state authorities and institutions, and, on the other hand, 

guarantees the uniform application of EU standards across all 27 Member States 

 

2. Objectives and Methodology  
The objective of this paper is, building on the existing EU cybersecurity legislation - which was analyzed 

in our previous article[1]. - to clarify the role of national law after the EU legal acts are transposed into the 

national legal systems of Member States. Further on, we will analyzed the scope of its adaptation by national 

specific national circumstances and explain the purpose and reasons therefor. As the example, we will use 

legislative developments on the issues of cybersecurity in the Czech Republic which lead to the present state of 

legal regulation de lege lata. 

We must, however, point out that, compared with the general model for the transposition of EU 

legislation by Member States, the Czech regulation of cyber security is somewhat specific in certain features. In 

fact, the Czech legal regulations imposing selected cybersecurity requirements historically preceded the EU-

wide comprehensive regulation, and the Czech legislation in successive phases of its development was only ex 
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post adapted to the uniform requirements of the EU‘s framework for harmonization. The most recent milestone 

in this direction is the adoption of the New Czech Cybersecurity Act, Act No. 264/2025 Coll. (thereinafter also 

„NCCSA ―), which will be discussed below in greater detail. 

The legislative and political environment in the area of cyber security is a multi-layered one, given the 

increasing number of policies and legislative regulations, and, in light of the rapid pace of technological 

progress, it is subject to frequent changes occurring at relatively short intervals. Due to this complex situation, it 

is not possible to bear in mind all EU policy and legislative acts and documents. Therefore, preceding the 

analysis of Czech cybersecurity legislation, we will remind just the (strategically) most important EU 

cybersecurity legal acts in a brief summary, and subsequently examine the corresponding measures within 

Czech legislation aimed at the regulation of cybersecurity under national law. 

As regards the legislative method employed, the NCCSA makes use of the so-called ‗performance-based‘ 

approach (performative legislative method) and introduces a number of vague terms into the legal rules, which 

places increased demands on both the regulator and the regulated entities. This method focuses on achieving a 

specific objective or performance, rather than on strict adherence to detailed, prescribed rules and procedures. 

Regulated entities (e.g. enterprises) are free to choose their own flexible procedures for achieving the specified 

objective, provided they are able to demonstrate the effectiveness of these procedures (the burden of proof is 

often switched) [2]. 

The performative method of regulation referred to above encourages regulated entities to draw up their 

own rules of conduct. By setting out only general principles, it gives entities considerable scope for their own 

discretion as to how to achieve the defined objective. As the authors emphasize, performative rules in the sphere 

of digital regulation are employed in part because public enforcement authorities in this field often lack the 

necessary precise technical expertise. ―Bothe the user and the regulator never possess such a level of knowledge 

of the technology as that held by the person who developed it or operates it professionally. It is this defining 

authority that is best placed to adapt the technology to the relevant legal requirements.‖ 

An indisputable advantage of the performative method is its high degree of efficiency, particularly in 

areas characterized by a large extent of environmental variability – typically in the field of information 

technology, where developments are unpredictable and traditional methods of legal regulation cannot be 

applied, as it is beyond the capabilities of both legislators and drafters of implementing regulations to anticipate 

all possible future scenarios. With this in mind, this method has been applied in the context of personal data 

protection, AI-based systems and cybersecurity. As Polčák concludes in this regard, the choice of the 

performative method is ―the result, on the one hand, of a pragmatic reflection on reality and, on the other, partly 

of a resignation from legislative idealism.‖ [2]. 

 

3. European Policy and Legal Instruments for the Protection of Cybersecurity 
Ensuring the cybersecurity across the whole EU is essential task in order to gain confidence by citizens in 

technological innovations, connectivity and automation. If they can benefit frorm it, they will desire to deploy it. 

At the same time, however, they require their fundamental rights and freedoms, in particular the right to privacy 

and data protection and freedom of expression and information, to be secured. [3]. 

Most of the work by academics addressing EU cybersecurity issues emphasize that it is very difficult to 

get an accurate picture of the political and legislative environment relating to the cybersecurity.As stated in the 

briefing paper Challenges to effective EU cybersecurity policy: ―The EU‘s cyber ecosystem is complex and 

multi-layered, cuts across an array of internal policy areas, like justice and home affairs, the digital single 

market and research policies. In external policy, cybersecurity features in diplomacy, and is increasingly part of 

the EU‘s emerging defence policy. Bringing all its disparate components together is no small challenge.‖[4].  

The legislative and policy environment in the field of the cybersecurity is a complex one due to the 

numerous areas involved. Moreover, it is subject to frequent changes in relative short intervals, mainly due to 

the technological development. Given this complex situation we can´t analyze all relevant EU policy and 

legislative acts and documents. Therefore, the following text mentions only the most important legislative acts 

in the field of EU cybersecurity. As a main focus, we will pay attention to the corresponding Czech legislative 

measures that represent the recent development of the Czech cybersecurity law and was developed in the last 

fifteen years. 

 

3.1 The role of EU law in ensuring the cybersecurity on the example of principial Union legal acts on this 

topic 

In order for the policy objectives of the EU to be adequately implemented through the measures adopted 

by individual Member States, the objectives, instruments and limits of admissibility of cybersecurity policies 

must be defined in the rules of the Union law. First and foremost, we must bear in mind the main reasons why 

this legal framework must be applicable uniformly by all Member States and form the basis for their harmonized 
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national legislation as well as for the measures taken by the executive and, where applicable, the judicial 

authorities of the Member States:  

- Cross-border impact of the activities undertaken by national authorities of a State, affecting all entities 

under its jurisdiction. Due to the threats posed by attacks against the cybersecurity, these state activities 

form part of a national security policy with defined strategies and priorities in their implementation; 

- The links between enterprises and non-governmental organizations that are established within the 

internal (digital) market,  where measures taken by the supranational management of a corporate 

structure (seated in one Member State) have a domino effect when spreading between all components in 

other Member States without any legal barriers imposed by the national laws; 

- Standards drawn up by standardization bodies for measures aimed at ensuring the cybersecurity do not 

take into account any ‗national domain‘ of the state with whose legislation these standards must comply; 

- The remedies used by private individuals in order to protect their rights and interests threatened or 

injured by cybersecurity attacks must be applicable and enforceable across the jurisdictions of all 

Member States in which the individual seeks redress for the harm suffered – whereas the concept of 

'harm' must be understood in the broadest possible sense, i.e. including injuries (i) suffered by violations 

resulting from the conduct of perpetrators of cybersecurity attacks; (ii) resulting from the failure to 

provide the protection guaranteed by the legal standards for the protection of their rights and legitimate 

interests, and (iii) arising from potential exceeding or misusing the powers of state authorities in order to 

protect the public interests when ensuring the cybersecurity. 

It is therefore only logical for the creation of a framework of the EU cybersecurity law leading to 

harmonized approach by Member States as regards the issues falling within its concept, numerous regulations 

and directives have been adopted in the last fifteen years, often in a relatively short time span. In order to 

highlight the context with the subsequent harmonization by national law – which we will discuss in more detail 

below – we provide just a summary of four EU legislative gal acts that we consider to be fundamental. (for more 

details see [1]) 

 

3.2 Principal EU Legal Acts dealing with the issues of Cybersecurity 

Among these principal EU cybersecurity acts belong the Cybersecurity Act, the NIS2 Directive, the 

Critical Entities Resilience Directive and the Cyber Resilience Act., Although these instruments differ in legal 

form and scope, they pursue a common objective: to establish a high and increasingly uniform level of 

cybersecurity throughout the Union while preserving Member States‘ responsibilities for national security, law 

enforcement and the practical implementation of EU law. 

 

3.2.1 The Cybersecurity Act: ENISA and European cybersecurity certification 

One of the foundational EU cybersecurity instruments is the Regulation (EU) 2019/881 on ENISA (the 

European Union Agency for Cybersecurity) and on information and communications technology cybersecurity 

certification, known as the 2019 Cybersecurity Act. It strengthened the role of the European Union Agency for 

Cybersecurity, ENISA, and created a framework for European cybersecurity certification schemes for 

information and communications technology products, services and processes. The Regulation aims both to 

improve cybersecurity and to prevent fragmentation of the internal market caused by differing national 

certification requirements.[5] 

The Act gives to the ENISA a permanent mandate and assigns it tasks such as supporting EU institutions 

and Member States, assisting with cybersecurity policy, promoting cooperation and contributing to the 

development of certification schemes. Its institutional objective is therefore to create a stronger European center 

of expertise and coordination. Rather than replacing national cybersecurity authorities, ENISA supports them 

and facilitates cooperation among them. 

Of particular importance for Member States is the certification framework because it encourages the 

mutual recognition of cybersecurity assurance across the EU. A common European certification scheme can 

make it easier for enterprises and public authorities to assess the security of ICT products and services. It also 

reduces the risk that each Member State will establish different technical standards, thereby creating barriers to 

cross-border trade. The Cybersecurity Act therefore illustrates the EU‘s use of cybersecurity regulation not only 

to protect security interests but also to support the EU internal market. 

 

3.2.2 Essence of cybersecurity lies in the ability to detect current threats or detected breaches in 

cyberspace in a timely manner  

The most important Union cybersecurity instrument currently applicable to Member States is Directive 

(EU) 2022/2555, commonly called the NIS2 Directive. It repealed and replaced the original NIS Directive of 

2016 and seeks to achieve a ―high common level of cybersecurity‖ across the Union. Its objectives include 
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requiring Member States to adopt national cybersecurity strategies, designate competent authorities and 

establish or maintain computer security incident response teams and single points of contact.[6]. 

NIS2 significantly expands the sectors and entities covered by EU cybersecurity law. It applies to 

important areas such as energy, transport, banking, financial-market infrastructures, health, drinking water, 

wastewater, digital infrastructure, public administration, space, postal and courier services, waste management, 

manufacturing and certain digital services. In general, medium-sized and larger entities in the listed sectors fall 

within its scope, while some categories are covered regardless of size [7]. 

The Directive imposes several important obligations on covered entities. They must adopt proportionate 

technical, operational and organizational risk-management measures, including incident handling, business 

continuity, crisis management, supply-chain security, vulnerability management, encryption and access control. 

They must also report significant incidents to the relevant authorities. Management bodies are given greater 

responsibility for cybersecurity governance, which reflects the idea that cybersecurity is a strategic 

organizational issue rather than merely a technical matter. 

With respect to Member States, NIS2 has four main objectives. First, it requires them to create a coherent 

national institutional framework. Second, it obliges them to supervise covered entities and impose effective, 

proportionate and dissuasive sanctions. Third, it encourages information-sharing and cooperation between 

public authorities and private operators. Fourth, it seeks to reduce differences between national cybersecurity 

regimes. Because NIS2 is a directive, Member States had to transpose it into national law and determine the 

precise institutional and procedural arrangements through which its requirements will operate. The transposition 

deadline was 17 October 2024, and the rules have been applied since 18 October 2024. 

NIS2 also demonstrates the EU‘s attempt to balance harmonization with national discretion. Member 

States retain responsibility for national security and may adopt stricter requirements in certain areas, but they 

must ensure that national systems meet the common level established by EU law. The success of NIS2 therefore 

depends substantially on the quality and consistency of national implementation. 

For those searching for more analysis of the NIS 2 provisions we can refer to a systematic review by 

Ruohonen [8]. 

 

3.2.3 The Critical Entities Resilience Directive 

Directive (EU) 2022/2557 on the resilience of critical entities (called as ―CER‖) complements the 

Directive NIS2. Whereas NIS2 is primarily concerned with cybersecurity and network and information systems, 

the CER Directive, takes a broader approach to the resilience of essential services. It covers risks that may be 

natural, accidental, physical, technological, public-health-related or hybrid in nature, including risks with a 

cross-border dimension. 

The Directive applies to sectors such as energy, transport, banking, financial-market infrastructures, 

health, drinking water, wastewater, digital infrastructure, public administration and space. Member States must 

identify the critical entities operating in these sectors and ensure that such entities adopt appropriate technical, 

security and organizational measures. These measures must enable them to prevent, resist, respond to, absorb 

and recover from incidents that may disrupt essential services[9]. 

The CER Directive imposes important strategic duties on Member States. Each Member State must 

conduct risk assessments, adopt a national strategy for the resilience of critical entities and establish procedures 

for identifying and supervising critical entities. The Directive required Member States to identify critical entities 

in the relevant sectors and to adopt their national resilience strategies by January 2026.  

The relationship between CER and NIS2 is significant. Many critical entities are also subject to 

cybersecurity obligations under NIS2. The two instruments are intended to operate coherently: NIS2 focuses on 

digital and network security, while CER addresses the broader resilience of essential services, including 

physical and organizational vulnerabilities. Together, they require Member States to protect not only digital 

systems but also the infrastructures and institutions that depend on them[10] 

 

3.2.4 The Cyber Resilience Act: security of products with digital elements 

Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on 

horizontal cybersecurity requirements for products with digital elements, (called as „Cyber Resilience Act‖ or 

„CRA―) introduces horizontal cybersecurity requirements for products with digital elements. It applies to a 

broad range of hardware and software products placed on the EU market. The Regulation establishes essential 

cybersecurity requirements for the design, development and production of such products and also regulates 

manufacturers‘ vulnerability-handling processes throughout the expected period of use. [11] 

The Act is based on the principle that cybersecurity should be built into products from the design stage. 

Manufacturers must assess cybersecurity risks, address vulnerabilities, provide security updates where 

necessary, issue relevant documentation and report actively exploited vulnerabilities and serious incidents. The 
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Regulation also establishes different conformity-assessment requirements depending on the risk associated with 

the product. 

The objectives of the Cyber Resilience Act vis-à-vis Member States are different from those of NIS2. 

Member States are not merely required to supervise service providers; they must also ensure effective market 

surveillance and enforcement in relation to digital products. National market-surveillance authorities will play a 

major role in checking compliance, investigating unsafe products and imposing corrective measures. 

The CRA also has a strong internal-market objective. Without common rules, manufacturers would face 

different cybersecurity requirements in each Member State, while consumers and businesses would encounter 

inconsistent levels of protection. By creating common product requirements, the Regulation seeks to make 

cybersecurity a condition of access to the EU market. In this respect, the EU uses its market power to raise 

cybersecurity standards globally, since manufacturers outside the Union may need to comply with the 

Regulation if they wish to sell their products in the EU. [6] 

 

4. Instruments of the Czech National Policy and Law for the Protection of Cybersecurity 
If we consider the rule of law as the principle that any democratic society is obliged to develop and 

protect, the means for the safeguarding of cybersecurity that are designed, enabled and/or tolerated by the State 

must be limited by the commitment to the protection of the individual's right to privacy. This premise cannot be 

affected by the bare fact that cybersecurity intruders, particularly the perpetrators of cybersecurity crimes, do not 

otherwise feel restrained by these legal boundaries. 

In other words, the principle of "the end justifies the means" cannot apply to measures taken by state 

authorities against cybersecurity intruders, as these measures must always be kept intra legem. This is a 

fundamental obligation of States expected by all citizens to be fulfilled. It does not mean that the State and its 

authorities will always remain one step behind the cybersecurity intruders, but the requirement of legal certainty 

must simply at any time prevail when deciding about the ways and means of dealing with the cybersecurity's 

threats. 

Similarly, the above-mentioned principle of the rule of law is binding for the ways and measures through 

which the EU law is implemented to the national legal environment of the Czech Republic. Therefore, the latter 

also concerns the deployment of objectives, tools and how they can be used to ensure cybersecurity on the basis 

of existing EU legislation. It is a fundamental requirement for the national law of the Czech Republic as EU 

Member State, that the goals, instruments and forms defined by the national law must be derived from the rules 

of EU law. As in all areas with defined EU competences, the directly effective Union legislative acts related to 

cybersecurity replace the national rules with EU rules uniformly applicable by all Member States. In the case of 

indirectly effective EU law, as in the case of the EU directives, the latter obliges to adapt or amend the existing 

national law accordingly within the respective transposition period. The transposition period is the deadline for 

incorporating the EU legislation into the national law in a way that ensures, on the one hand, that specific 

national features and the practice of their implementation by national authorities and institutions are taken into 

account and, on the other hand, that the EU-harmonized rules shall have uniform effects in all 27 Member 

States.  

Among the reasons and circumstances determining the above relationship between the EU law and 

national laws we can stress in particular the fact that the measures of the national state authorities relating to its 

citizens and other entities underlying its jurisdiction, must have cross-border effects, due, inter alia, to the free 

movement of persons within the EU. Depending on the nature of the threats caused by the cybersecurity 

breaches and attacks, the above measures form part of the national security policy of each of the member States. 

These policies, accordingly, have to be coordinated in terms of the definition of their strategies, priorities and 

the means used for their implementation. 

Before approaching the analysis of selected issues from the 2025 NCCSA we will briefly discuss the 

development of the Czech national cybersecurity law, which is specific in that until 2018, as regards its scope 

and complexity, it preceded the comprehensive EU legislation. We will also describe the competences of the 

national authorities responsible for the cybersecurity protection 

 

4.1 Development of Czech Cybersecurity Law from 2014 to 2025 

The Czech Republic has been among the leaders as far as cybersecurity legislation is concerned. The first 

comprehensive national legislation was adopted as  the Act No. 181/2014 Coll. on Cybersecurity (Czech 

Cybersecurity Act, thereinafter „CCSA―), in fact two years before the EU Directive  2016/1148 NIS 1, (the 

predecessor to the currently valid NIS 2 Directive). The CCSA responded to the fact that a significant rise in the 

use of information technology overall led, on the one hand, to the rapid development of the information society, 

the acceleration of communication, and the substantial expansion of services provided by the state and other 

public entities towards the society; on the other hand, it contributed to the appearance of new communication 
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risks and cyberthreats. However, up to this time, the domestic regulatory efforts consisted either in private 

initiatives or in ―policy documents‖ issued by public authorities in the form of recommendations, guidelines, or 

certifications. 

Nevertheless, the latter served as a broader framework and starting point for binding political  and, alter 

on. legal rules. These included, in particular, the National Cybersecurity Strategy for the period 2015–2020, the 

National Cybersecurity Strategy for the period 2021–2025, and the corresponding Action Plans[12].In the latter, 

the Czech Republic has set as one of its main objectives ensuring the effectiveness and strengthening of all 

structures, procedures and cooperation for the ensuring of cybersecurity amongst the various stakeholders. 

Cybersecurity in the broader sense of the term thus also encompasses the areas of combating cybercrime, 

ensuring the state‘s cyber defense, protecting critical and significant information infrastructure, and 

safeguarding information society services. As these areas are governed by mutually independent institutions and 

their activities are also regulated by various legal provisions with differing specific requirements. It is also 

necessary to take into account the need for their mutual cooperation and to respect the limits imposed by the 

relevant legal framework on such cooperation. 

By the year 2014 The CCSA  established the National Cyber and Information Security Agency (NCISA, 

Národníúřad pro kybernetickou a informačníbezpečnost).as the central administrative body for cybersecurity 

and selected areas of classified information protection under the Act on the Protection of Classified Information 

and on Security Clearance, whose functions were subsequently expanded or modified. 

For the period of its duration since 2014, however, the CCSA has been amended for a total of eight 

times. Even that was not enough when it came to the transposition obligation of  the NIS 2 Directive into Czech 

law. In view of this, it was decided to recodify the CCSA by adopting new legislation that takes into account, for 

example, the need to regulate relationships in complex cross-sectoral contexts between regulated entities—of 

which there are now up to fifteen times as many as before, thanks to new EU regulations— as suppliers and 

their complex supply chains, and, last but not least,  react on the threats from abroad, such as those related to 

Russia‘s war against Ukraine or the impact of Chinese activities. 

 

4.2 The 2025  New Czech Act on Cybersecurity 

The transposition of NIS 2 and its Implementing Regulation 2024/2690 [13] into the national legal 

systems of EU member states required extensive changes to domestic legal rules. The Czech government 

responded to EU these requirements by submitting to the Czech Parliament a New Czech Cybersecurity Act 

which was, subsequently to the legislatory procedure, approved and published as Act No. 264/2025 Coll. 

(hereinafter also referred to as the NCCSA). 

The recodification, firstly, takes over essential parts of the former  CCSAand , secondly, along with the 

transposition of the requirements arising from the NIS 2 Directive and its Implementing Regulation, aims at 

bringing more transparency to the valid national legal rules and making it less complicate.  

One of the principial novelties of NCCSA's is the inclusion under public cybersecurity regulation of a 

number of entities previously not subordinated to the CCSA regime, the protection of which is in society's and 

the economy's interest, as well as the introduction of several new procedures and tools to strengthen the overall 

cybersecurity of the Czech Republic [14] 

The requirements set out in the NIS 2 Directive are in their result of such a nature that the NCCSA had 

not only to align some partial areas of cybersecurity regulation with the requirements of the latter, but above all, 

to make substantial changes as regards the identification of entities subject to obligations, changes to internal 

procedures and the extended scope of regulated sectors and services related to cybersecurity. Therefore, in 

connection with the NCCSA, all implementing regulations for the previous Cybersecurity Act have been or will 

be replaced in the foreseeable future. 

 

4.2.1 The new approach to cybersecurityby the NCCSA 

The extended scope of regulated sectors and entities defined by the NCCSA means that, unlike the 

previous regulatory framework, the Act covers new areas of applicability (regulated entities) and extends the 

range of the existing ones.  The regulated sectors include, among others, the energy (electricity, oil, gas), 

transportation (air, rail, road), banking, financial market infrastructure, management of ICT services, 

manufacture, production and distribution of chemicals, foodstuff manufacture, processing and distribution, 

manufacturing of  electronic and optical products, electrical equipment, machines, vehicles, digital service 

providers and R&D 

The estimate resulting therefrom presumes a significant increase in the number of regulated entities, 

referred to by the NCCSA as regulated providers, from the approximately 300 entities (in 2025) up to 10,000 

new ones, comprising mainly the large and medium-sized enterprises [14]. 
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There's a new (self-)identification procedure at the National Cyber and Information Security 

Agency(NCISA) prescribed for these regulated providers. Depending on their size and turnover, they will be 

classified as essential or important providers (see next chapter), which shall determine their respective 

regulatory regime as well as the scope of their duties [15] 

As regards the latter, the NCCSA continues to build on the existing legal framework and, in line with 

NIS2, imposes basic obligations on regulated providers, which are to be supplemented by specific rules. 

In addition, the NCCSA increases the accountability of managers and imposes revised schemes for 

training responsible persons and employees in cybersecurity and/or the establishment of new mandatory staff 

positions, such as cybersecurity architect or cybersecurity manager. The NCCSA also imposes new 

requirements with regard to the security of the supply chain and requires regulated entities to implement and 

adopt appropriate and proportionate technical, organizational, and legal measures. 

As usual in the case of transposition of wider-impact EU legislation, the NCCSA introduces new and 

stricter scope of sanctions, including fines similar to those in the GDPR, which are based on a percentage of 

their world-wide turnover. In addition, given the high priority of cybersecurity regulation across the EU, NCISA 

is required to conduct extensive inspections. Its significantly expanded powers shall include the authority to 

conduct down raids (i.e. inspection of a business‘ premises conducted without notice). 

 

4.2.2 Personal scope of the NCCSA and the entities regulated 

New legislative rules based on the NIS2 Directive introduce the uniform term regulated service provider 

and dividesthe regulated entities into two main regimes of obligations: 

 Regulated service providers subject to the higher-level obligations‘ regime (corresponding to the 

European category ‗Essential entities‘). 

 Regulated service providers subject to the lower obligations‘ regime (corresponding to the European 

category ‗Important entities‘). 

Classification into these categories is further developed by the Czech Decree on Regulated Services (No. 

408/2025 Coll.) on the basis of a combination of industry criticality and the size of the enterprise. 

 

First Regime: higher-level obligations (relevant for Essential entities) This category includes entities of 

critical importance, the failure of which could paralyze the functioning of the state or the economy, or endanger 

human lives. They must meet the highest technical and organizational security standards in accordance with 

Decree No. 409/2025, which is closely linked to the NCCSA in that it sets out in detail the specific content, 

implementation and enforcement of security measures for providers of regulated services operating under the 

‗higher obligations‘ regime. 

This category comprises large enterprises (with over 250 employees or a turnover exceeding EUR 50 

million) from highly critical sectors and specific entities regardless of size: 

 Energy: distributors of electricity, gas and heat , oil companies. 

 Transport: national Railways, Air Traffic Control, administration of airports and major ports. 

 Healthcare: regional and University hospitals, key pharmaceutical manufacturers. 

 Banking and financial markets: Commercial banks, payment system operators. 

 Digital infrastructure: DNS service providers, IXP nodes, public communications network providers. 

 Public administration: Ministries, central government bodies, regional authorities and designated major 

cities.. 

 

Second Regime: Lower-level obligations (relevant for Important Entities): This category has been 

established for entities in less critical sectors or for medium-sized enterprises (50 to 250 employees). It is 

governed by the standards set out in Decree No. 410/2025 Coll., which serves as an implementing regulation for 

the NCCSA and defines the content, method of implementation and execution of security measures, and the 

significance of the impact of incidents specifically for providers of regulated services classified under the ‗lower 

obligations‘ regime.  

 

This category comprises medium-sized and large enterprises from other critical sectors 

 Food industry: Large dairies, bakeries, breweries, food distribution chains. 

 Waste management: Services for the collection, transport and processing of hazardous and municipal 

waste. 

 Chemical and manufacturing industries: Manufacture of medical devices, the automotive sector (car 

manufacturers and key suppliers), and engineering. 

 Postal and delivery services: Logistics and delivery companies. 
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 Digital services: Operators of online marketplaces (e-commerce platforms), internet search engines, 

social media platforms. 

 Research and development: The Academy of Sciences, university research centres. 

 

If we want to outline briefly the key differences between the regimes for both categories, we can point to 

the fact that they differ in the depthto that the obligations are implemented and the rigidity of approach taken by 

NCISA: 

 In terms of the scope of measures, the higher obligation regime requires advanced technologies, such as 

intrusion detection systems (IDS/IPS), comprehensive identity management tools and detailed business 

continuity management (BCM) plans. The lower regime requires only a standard set of security policies. 

 With regard to the procedure for reporting cyber incidents, Essential Subjects must report to NCISA 

virtually every suspicious incident involving potential deliberate malice. Entities falling under Important 

Subjects report only those incidents that have a real and significant impact on the functioning of the 

service provided. 

 With regard to the method of supervision (Oversight), for Essential Subjects, the supervision runs in an 

ex-ante mode (i.e. NCISA carries out regular, scheduled audits and checks of documentation regardless 

of whether an attack has occurred), whilst for Important Subjects, ex-post supervision applies (NCISA 

inspects in general a subject when there is reasonable suspicion of a breach of the NCCSA or following 

the reporting of a serious cyber incident). 

 

In the following chapter we will characterize shortly the main rights and responsibilities of entities 

subject to the NCCSA. These rights and responsibilities are crucial for ensuring the security of information 

systems and networks in the Czech Republic in line with the EU rules. The rights, but above all the obligations, 

are designed to ensure that the entities are effectively able to defend themselves against cyberthreats and that the 

impact of cyber incidents is minimized, not only with regard to the entities´ activities, but also in view of the 

national cybersecurity interests. Hence, we shall address the entities‘ obligations first.  

 

4.2.3 Obligations of the entities (persons) 

The CSA imposes duties primarily on operators of critical information infrastructure, major information 

systems and essential service providers. These entities are obliged to take a number of measures to ensure that 

these vital information systems are protected from cyber threats.  

However, the obligations of the entities obliged do not end with the introduction or adoption of a specific 

measure. On the contrary, the entities are obliged to continue to maintain the state of compliance. As Vostoupal 

notes "it is not enough to state that compliance has been achieved at a certain point in time, but it is instead 

necessary to continuously monitor the compliance with the requirements and take appropriate measures to 

maintain the latter"[16] 

 

The NCCSA keeps and further develops four basic duties imposed on the entities regulated: 

 Self-Identification and Registration 

Each entity must assess for itself whether it meets the legal criteria (e.g., company size, industry) and, if 

so, is required to register as a provider of a regulated service via the NCSIA Portal within 60 days of the law 

taking effect (or from the moment the criteria are met). 

 

 Implementation of Security Measures 

Regulated entities must implement and maintain technical and organizational measures to ensure the 

security of networks and information systems. These measures include, for example, risk management, supply 

chain security, cryptography, and access control. 

 

 Reporting of Cybersecurity Incidents 

Entities are required to report to NCSIA (or the relevant CERT) cybersecurity incidents that have a 

significant impact on the provision of their services. The Act defines an incident as an actual breach of 

information security in cyberspace. 

 

 Information Obligations and Cooperation 

Regulated entities must fulfil information obligations toward the authority (e.g., reporting contact 

information) and cooperate during inspections and audits that verify compliance with the law. 

In the light of previous experience and knowledge gained, the NCCSA introduces a new (fifth) basic 

obligation i.e. 
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 determination of the scope of cybersecurity management. 

Due to the scope of the transposed EU directive, there will be up to a fifteen-fold in-crease in the number 

of regulated entities, which will have a significant economic and financial impact on the business environment 

in the Czech Republic. Most of the newly regulated entities come from the private sector.  

Given the considerable diversity of regulated entities, the NCCSA takes the approach of a ―two-speed 

cybersecurity‖ [14]Accordingly, the regulated entities are divided into two groups, with different regimes. 

Regulated entities under the higher regime (―essential‖ under the NIS 2 Directive) are subject to extensive duties 

and more stringent requirements than regulated persons under the lower regime (―important‖ under the NIS 2 

Directive). The division of regulated entities into regimes is relevant in the case of reporting cybersecurity 

incidents. In both regimes, however, the above basic duties and standard safety parameters that these regulated 

entities are required to implement under their respective regime are maintained. 

In view of the requirements of the NIS 2 Directive, the Act also contains specific pro-visions concerning 

the obligations of entities providing domain name registration services.  

As a national legal regulation, the NCCSA specifies the duties arising from the supply chain security 

screening mechanism, which consists of identifying and recording information about suppliers of supplies that 

are important in terms of security. The CSA further keeps certain already existing national legal instruments, 

such as the state of a cyber threat 

 

4.2.4 Rights of the entities regulated 

Beside the duties, the NCCSA also defines the rights of the entities the purpose of which is to ensure that 

their interests are protected and that they are able to defend themselves effectively against unauthorized 

interference. The main rights of the entities include: 

 The right to information 

The persons (entities) have the right to information about current cyber threats and recommended 

security measures. The NCISA shall issue warnings about threats it learns when carrying out its own activities 

or through information provided by National CERT [17]or similar foreign bodies. This information may play a 

crucial role in the prevention and rapid response to cyber incidents. 

 Right to receive support and assistance 

All persons (entities) also have the right to receive methodological support and assistance as well as 

assistance and cooperation in the event of cyber incidents. In general, support and assistance in the field of cyber 

security is provided by the NCISA, however both the Government- and National CERT are involved as well. 

The Government CERT provides support in the event of incidents to critical infrastructure operators, 

essential services or major information system operators. The National CERT then provides support for 

incidents involving other persons (entities).  

 

 Right to protection of sensitive information 

Taking into account the fact that the entities have duties towards the NCISA, the subject of which is the 

disclosure of wide range of data and information, both in order to self-identify the crucial entities and to 

reporting and take the remedies of possible incidents, the entities shall have right to the protection of this 

category of information. 

The NCCSA provides for this right by imposing a non-disclosure obligation to all NCISA employees, 

particularly as relates to the incidents reported. This non-disclosure obligation shall continue even after the 

termination of their labor relationship. 

 

 Right to legal remedy with respect to NCISA decisions  

In addition to its activities in the field of cybersecurity, the NCISA is the central body as regards 

receiving and storing of classified information (including the protection of persons' information protected under 

the GDPR)[18]. 

Within the scope these powers, the NCISA issues binding decisions - instructions on the implementation 

of security measures, security audits and imposing and enforcement of sanctions. The persons affected by 

decisions concerning their rights and duties are entitled to file remedy within a 15-day period from the date of 

notification of the decision. The appeal body is the Director of NCISA. However, if the decision - subject matter 

of the appeal to was passed by the NCISA Director in person, then appeals shall be filed to the Czech Prime 

Minister, as part of the governmental supervisory powers over the NCISA. 

Other ways for the entities how to defend themselves against incorrect or unlawful decisions include 

review proceedings, which, although legally opened ex officio, may nevertheless be initiated by a notification of 

the person affected. 

 



International Journal of Latest Research in Engineering and Technology (IJLRET) 

ISSN: 2454-5031 

www.ijlret.com || Volume 12 - Issue 08 || August 2026 || PP. 21-32 

www.ijlret.com                                                         30 | Page 

4.3 Summary of the Czech legislation related to NCCSA 

In addition to the NCCSA, there are other legal acts in force in the Czech Republic that require their 

objects to ensure a certain level of protection as regards information infrastructures operated by them. While 

these regulations are generally not nearly as specific as the provisions of the CSA, they are nevertheless part of 

the rules for ensuring the cybersecurity in the Czech legal environment. 

General requirements for the security of information systems or data under governance are contained 

especially in following acts  

 Act on Electronic Communications, as amended (Act. No. 127/2005 Coll. also referred to as "ZEK"),  

 Act on Public Administration Information Systems, as amended (Act No. 365/2000 Coll, also referred to 

as "ZoISVS),   

 Act on the Protection of Classified Information and Security Clearance, as amended ( Act No. 412/2005 

Coll., also referred to as "ZoOUI"), or  

 Act No. 110/2019 Coll., on Personal Data Processing as amended (Implementing the EU GDPR). 

The ZEK regulates mainly the obligations of providers of publicly available electronic communications 

services and operators of public communications networks. In particular, it requires them to ensure the 

confidentiality, security and integrity of their infrastructures, the protection of personal data processed or 

transmitted, traffic and location data and the content of data transmissions by appropriate technical and 

organizational measures. The range and degree of such measures shall follow a risk analysis, on the basis of 

which technical or organizational measures - taking into account their gravity - are assigned to the relevant risks  

in order to deal with them.  

The operators must inform immediately and the Czech Telecommunications Office (hereinafter referred 

to as 'CTU'), the operators of emergency call answering points as well as, in an appropriate manner, the final 

users, as regards  

 serious breach of security and loss of network integrity,  

 the extent and reasons for the interruption of service provision or denial of access to it and  

 the measures taken.  

 

In addition, in cases where the continuous provision of publicly available electronic communications 

services is under a threat or already interrupted, the CTU is empowered to decide on the measures necessary to 

maintain or restore such provision. 

In broadly formulated terms, measures on cybersecurity are also contained in the ZoISVS  when 

imposing to the public authorities the duty to "[apply] measures corresponding to the security requirements to 

ensure the confidentiality, integrity and availability of information processed in public administration 

information systems". They are further obliged to take this into account in the information concept in which, 

among other things, they set out their long-term objectives with regard to the security of the information systems 

under their governance. 

There is no direct relationship between the GDPR and the national legal regulation of cyber security by 

the CSA. However, the GDPR requires data administrators or processors to secure personal data processed 

against unauthorized or accidental access by means of appropriate technical and organizational measures, taking 

into account in particular the risks of unauthorized access to personal data or the means of processing. Those 

measures should also make it possible to identify the subject the personal data have been assigned to, the 

persons processing them by automated means and/or to prevent unauthorized access to the data media. 

Much more specific rules as regards the cybersecurity contains the ZoOUI, which requires the security of 

information and communication systems used to process classified information. Subsequently, further specific 

requirements are set by the implementing Decree on the Security of Information and Communication Systems 

(Dec. No. 523/2005 Coll., as amended in 2011). Its rules impose that information systems shall keep the audit 

records for further examination and that, in transmitting via communication channels, the confidentiality and 

integrity of classified information shall be protected.. 

 

5. Conclusion 
The contribution of the NCCSA can be regarded as a fundamental systemic shift from the approach 

merely reacting to incidents to a comprehensive strengthening of the digital resilience of critical infrastructure 

and supply chains in the Czech Republic. This legislation, which transposed the European NIS2 Directive into 

Czech law, has significantly expanded the scope of regulated entities from the original hundreds to 

approximately 10,000 entities and places direct responsibility for cybersecurity on their senior management. 

However, when conducting a comprehensive assessment of the benefits, it is necessary to consider not 

only the positive impacts on national and corporate security, but also the associated economic and procedural 

challenges and tasks 



International Journal of Latest Research in Engineering and Technology (IJLRET) 

ISSN: 2454-5031 

www.ijlret.com || Volume 12 - Issue 08 || August 2026 || PP. 21-32 

www.ijlret.com                                                         31 | Page 

The main areas for assessing the positive impacts of the NCCSA fall within four key domains, namely: 

 A widespread increase in digital resilience – the NCCSA defines clear technical and organizational 

measures that organizations are required to implement. This contributes to the standardization of 

protection, as it establishes a uniform minimum level of security across key sectors. Furthermore, 

organizations must now assess the cyber security of their subcontractors. This eliminates the risk of an 

attacker gaining access to a critical system via a weaker business partner. 

 Management Responsibility (Governance) – The NCCSA shifts responsibility for cyber security from 

enterprises‘ IT departments directly to the statutory bodies and the board of directors. Members of senior 

management face financial penalties or suspension from office for ignoring the risks. This will motivate 

management to allocate realistic budgets for the cybersecurity. 

 Speed and transparency of incident detection – strengthening the early warning system by requiring 

organizations to report a serious cyber incident to the NCISA within 24 hours of detection. Rapid 

information sharing via the portal operated by the NCISA enables other organizations to be warned 

before an attack spreads across the country (or the EU as a whole). 

 Enhanced protection of key sectors of society - Unlike the previous CCSA, the NCCSA now protects not 

only the energy sector and public administration, but also sectors like the healthcare, the food industry, 

water management, waste management and digital services (clouds, data centres) 

On the other hand, one cannot overlook the economic challenges and financial impacts that the NCCSA 

brings along with it. 

 

The financial implications of increased cybersecurity requirements represent a significant increase in 

both operating costs and upfront investments. In particular, they entail 

 A substantial rise in wage costs and the emergence of potential personnel problems – there is a shortage 

of thousands of cyber security specialists on the domestic (Czech) market. The rapid increase in demand 

has driven the salaries of cyber security managers, auditors and cyber security system architects to record 

highs. An alternative for businesses is to fund equally costly external outsourcing in the form of services 

(CISO as a Service). 

 High capital expenditure (CAPEX) – The NCCSA strictly requires the implementation of advanced 

technical tools for incident detection, encryption, multi-factor authentication (MFA) and secure backup. 

Smaller businesses must therefore invest hundreds of thousands to millions of crowns in systems such as 

SIEM (Security Information and Event Management), network monitoring tools and robust identity 

management tools. 

 Ongoing operational costs for audits and testing (OPEX) – ensuring cyber security is no longer a one-off 

project. Compliance with the NCCSA requires constant verification. Enterprises must incorporate the 

costs of regular penetration tests, independent security audits and ongoing staff training as fixed items in 

their annual budgets 

 Financial threat of devastating penalties – The new penalty mechanism introduced by the NCCSA, based 

on the model of the EU‘s NIS 2 Directive, is linked to a company‘s global turnover (similar to the 

penalties under another EU regulation – the GDPR). Fines can reach up to 10 million euros or 2 per cent 

of total global annual turnover. CFOs in companies must therefore reassess their risk analysis and 

incorporate these potential liabilities into their financial planning and cyber risk insurance. 

Notwithstanding the above, the overall benefit of the NCCSA is clearly positive in terms of national 

security and economic stability. Although for thousands of companies it represents the harsh reality of 

implementation obligations and increased expenditure, in the long term it significantly reduces the risk of 

successful ransomware attacks, espionage and the paralysis of the state‘s infrastructure. 
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